GPA ACCEPTABLE COMPUTER AND INTERNET USE POLICY - STUDENTS

These regulations and procedures provide students, parents, and staff at GPA with information about the privileges and responsibilities of using the Internet and school computer networks and resources.  GPA requires the following agreement to be read and signed by students, their parent/guardian, and staff.  It becomes a legally binding agreement when signed.

1. Introduction/Purpose

a. Guajome Park Academy, referred to in the following as GPA, provides GPA Net (defined below) to students and staff as a tool for achieving academic excellence.  GPA Net is the property of GPA and may only be used for approved purposes.  GPA Net’s educational purpose is to allow students and staff to accomplish the academic objectives of GPA.

b. This Policy governs the use of GPA Net.  The purpose of this Policy is to ensure uniform and appropriate use of GPA Net.  The rules, obligations and standards described in this Policy apply to all GPA employees, students, independent contractors, agents, and other computer users, wherever they may be located.

c. It is your duty to use GPA Net responsibly and in a professional, ethical, and lawful manner.  In addition, you are responsible for ensuring the security of GPA Net.

d. Violations of this Policy will be taken seriously and may result in disciplinary action, up to and including those described in Section 18 of this Policy and potential civil and criminal liability.  Use of GPA Net is a privilege which may be limited or revoked at any time, in the sole discretion of GPA.

2. Definitions

a. “GPA Net” means GPA and SIATech Inc.’s entire computer networks, including, but not limited to, the following:  host computers, file servers, application servers, communication servers, mail servers, fax servers, Web servers, workstations, stand-alone computers, laptops, network hardware, printers, Personal Digital Assistants, palmtop computers, software, applications, data files, and all internal and external computer and communications networks (e.g., Internet, commercial online services, value added networks, e-mail systems) and peripherals that may be accessed directly or indirectly from the GPA’s computer network.

b. “E-mail”means messages sent from one person to one or more individuals or groups (or addresses on a distribution list) via electronic media, either through an internal network or over an external network (e.g., the Internet).  Messages may consist of text and/or file attachments.

c. “Firewall” means hardware and/or software systems placed between the GPA Net and the Internet.  The primary function of a firewall is to limit unauthorized access to and use of the GPA Net.

d. “Internet” means a global collection of interconnected computers and networks that use TCP/IP (Transmission Control Protocol/Internet Protocol) to communicate with each other.  The Internet provides a means for file transfer, remote login, e-mail, news groups, and other services, including access to the World Wide Web.

e. “Intranet” means a computer network designed to be used within a particular organization.  An intranet is so named because it uses much of the same technology as the Internet, including TCP/IP.  Web browsers, e-mail, newsgroups, HTML documents, and Web sites are all found on intranets.

f. “Listserv” means an automatic distribution method for e-mail on the Internet.  Users can subscribe to a listserv, typically a discussion list, and receive copies of e-mail sent to the list by other subscribers.

g. “Server” means a computer running administrative software that controls access to a network and its resources, such as printers and disk drives, and provides resources to computers functioning as workstations connected to the network.

h. “Users” means all employees, independent contractors, consultants, temporary workers, and other persons or entities who use the GPA Net, wherever they are located.

i. “Virus” means a destructive program that infects computer files and systems, often with destructive results (e.g., loss of data, unreliable operation of infected software and systems).

j. “World Wide Web (WWW or Web)” means a hypertext-based, graphical user interface for locating and accessing information on the Internet.

k. “Workstation” means the individual computers assigned to one or more Users.

3. Acceptable Use

 You will only be allowed to use GPA Net resources in your academic activities.  You may use GPA Net resources only for classroom activities, career development, and facilitator-approved activities, including e-mail and research on the Internet.   You may not use GPA Net for personal reasons during class time and you may not receive or initiate any unauthorized e-mail.  You must obey all GPA policies, as well as all software licenses, copyrights, local, state, federal, and international laws in your use of GPA Net.  You have the responsibility to operate GPA Net in an ethical, lawful and responsible manner.  

4. No Expectation of Privacy

a. Academic Purposes Only:  GPA Net is provided to you for academic activities only.  You cannot expect that anything you create, store, send, or receive using GPA Net will be private.  Your files, your e-mail, and/or the history of Web sites you have visited may be read by GPA if the administration believes you may have violated this Policy, the discipline code, the Academic Honesty Policy, or the law.  Your data may be given to law enforcement authorities in an investigation of illegal activities.  Your parent or legal guardian may request to see your files.

b. Monitoring of Internet Use:  Files and e-mail are backed up on a regular basis; therefore, their contents may still be available even though you have deleted them.  The history of Web sites you have visited is monitored and recorded.

c. Waiver of Privacy Rights:  You expressly waive any right of privacy, as to GPA, in anything you create, store, send, or receive using GPA Net.  You understand and consent to GPA’s use of human and/or automated means to monitor the use of GPA Net, including e-mail and Internet access.
5. Restriction of Free Speech

GPA Net is not a public access service or a public forum.  GPA has the right and responsibility to restrict material, including text, graphics, and all other forms of expression, that you access, post, or store on the system.

6. Inappropriate or Unlawful Material

a. Prohibited Material:  You may not intentionally create, post, send, display, or store information that:

(a) is a personal, prejudicial, or discriminatory attack on a person or group;

(2) is false or defames a person, group, or organization;

(3) could damage or disrupt the normal activities of GPA or GPA Net;

(4) could create a threat to public safety or security or a threat to the safety and security of any individual or group; or

(5) is fraudulent, embarrassing, obscene, profane, sexually explicit, lewd, vulgar, rude, inflammatory, threatening, disrespectful, unlawful, or inappropriate.

(6) harasses or advocates harassment of another person; 
(7) involves the transmission of "junk mail", "chain letters", or unsolicited mass mailing, “phishing” or "spamming"; 
(8) promotes an illegal or unauthorized copy of another person's copyrighted work, such as providing pirated computer programs or links to them, providing information to circumvent manufacture-installed copy-protect devices, or providing pirated music or links to pirated music files; 
(9) contains restricted or password only access pages, or hidden pages or images (those not linked to or from another accessible page);

(10) provides instructional information about illegal activities such as making or buying illegal weapons, violating someone's privacy, or providing or creating computer viruses; 
(11) solicits passwords or personal identifying information for commercial or unlawful purposes from other users; and 
(12) engages in commercial activities and/or sales without our prior written consent such as contests, sweepstakes, barter, advertising, and pyramid schemes. 
b. Harassment:  You must not use GPA Net to harass, intimidate, or threaten anyone, including students and staff.  This means you may not repeatedly act in a manner that threatens, distresses, or annoys another person.  Harassment includes, but is not limited to, sending e-mail or posting text or graphic images that threaten or demean on the basis of race, age, gender, ethnicity, religion, political beliefs, disability, or sexual preference.  Text or images that are displayed but not sent to a specific recipient (such as screen wallpaper or screen savers) may be interpreted as harassment.

c. Responsive Measures:  If you encounter or receive such material, you should immediately report the incident to your direct supervisor, Site Administrator, or Director of Information Technology.  If you are told by another person to stop sending them messages, you must stop.

7. Illegal Activities

You must not, under any circumstances, use GPA Net to encourage, plan, help, commit, or conceal any illegal activities, including but not limited to, arranging the sale or purchase of drugs, arranging the sale or purchase of alcohol, engaging in criminal gang activity, threatening the safety of any individual or group, or engaging in any other illegal act.

8. Commercial Activities

You may not use GPA Net to engage in any commercial activities, including but not limited to, buying or selling or offering to buy or sell any goods or services using GPA Net.  You may not provide any commercial services using any GPA Net resources.

9. Intentional Harm

a. Disruption of GPA Net:  You must not try to disrupt GPA Net intentionally.  This means that you must not try to gain control or modify any part of GPA Net either through your own or someone’s account (whether or not it was freely given to you) or by hacking the system. 

b. Improper Activities:  You may not use GPA Net to improperly access, hack, modify, or cause harm to any other computer system or Web site.  You may not improperly read, write, modify, or delete any files on any other system or Web site.  You may not use GPA Net intentionally to introduce viruses or any other form of malicious or destructive software to GPA Net or any other system or Web site.

c. Modification or Deletion of GPA Net Resources:  You must not vandalize any hardware or software in GPA Net.  This means you must not destroy, damage, or deface any hardware equipment without prior written authorization from the Director of Information Technology or his/her designee.  You must not change, delete, reverse engineer, disassemble, modify, revise, adapt, recast, transform, or decompile any software application that is accessible through GPA Net.  You must not change or delete any data that does not belong to you.  If you become aware of any misuse of software or violation of copyright law, you should immediately report the incident to your direct supervisor.

10. System Security

a. Security of Passwords:  You must not share your access to GPA Net with anyone, and you must be careful to prevent anyone else from using your account.  You are responsible for safeguarding your passwords for access to GPA Net.  This means you may not give anyone else any of your passwords, and you must keep them secret, even if the person already has an account.  Passwords should not be printed or stored online. You must not provide anyone with information that might allow them to gain improper access to GPA Net.  You are responsible for all transactions using your passwords.  You may not access GPA Net using another’s password or account.

b. Passwords Do Not Imply Privacy:  Use of passwords to gain access to the GPA Net or to encode particular files or messages does not imply that you have an expectation of privacy in the material you create or receive on GPA Net.  GPA has global passwords that permit it access to all material stored on its computer system -- regardless of whether that material may have been encoded with a particular User’s  password.  

c. Security Failures:  If you believe that the security of GPA Net has been compromised by hacking, a virus, or any other means, you must report the problem immediately to a teacher or staff member.  If asked, you must shut down your workstation immediately in case of a security problem.

d. Probing of GPA Net:  You must not try to probe any GPA Net resources for security problems or weaknesses.  Such activity could be interpreted as an effort to gain improper access.

e. Accessing Another User’s Files:  You may not alter or copy a file belonging to another User without first obtaining permission from the owner of that file.  The ability to read, alter, or copy a file belonging to another User does not imply permission to read, alter, or copy that file.  Users may not use the computer system to “snoop” or pry into the affairs of others by unnecessarily reviewing their files and e-mail.

f. Accessing Other Computers and Networks:  Your ability to connect to other computer systems using the GPA Net or by a modem does not imply a right to connect to those systems or to make use of those systems unless specifically authorized by the operators of those systems.

g. Computer Security:  You are responsible for ensuring that your use of outside computers and networks, like the Internet, will not compromise the security of the GPA Net.  This duty includes taking reasonable precautions to prevent intruders from accessing GPA Net without authorization and to prevent the introduction and spread of viruses.

h. Restricted Activities:  Without prior written authorization from the Director of Information Technology or his/her designee, you must not do any of the following:

(1) Copy software for use on your home computer or provide copies of the software to any independent contractors or consultants of GPA or to any third person.

(2) Load any software on any workstation, including your own, or on any server. This includes software demos, shareware, and freeware that you have bought, downloaded from the Internet, written yourself, or obtained by any other means. 

(3) Change the system setup of any workstation or server.  If you need software loaded, deleted, or updated, or your system settings changed, you must contact a GPA teacher or staff member.

11. Use of E-mail

a. In General:  You should endeavor to make your electronic communications truthful and accurate.  You should use the same care in drafting e-mail and other electronic documents as you would for any other written communication.  The quality of your writing will reflect on GPA.  Always strive to use good grammar and correct punctuation.  Please keep in mind that anything created or stored on the computer system may, and likely will, be reviewed by others and that even deleted files may be recovered. 

b. Etiquette Guidelines:  In preparing e-mail and other electronic communications, the following guidelines should be followed:

(1) Identify yourself and the purpose of the message.  Write a subject line that is concise and descriptive;

(2) Don’t be verbose.  As publisher and editor of the message, avoid writing long, rambling sentences that do not get the point across.  Effective use of e-mail requires short, coherent sentences and effective punctuation.  A conversational style is preferred over a formal style;

(3) Be careful with humor.  Try not to annoy someone with a thoughtless joke or ironic statement that may be taken the wrong way;

(4) Don’t use all Capital letters.  Typing a message in uppercase letters is known in the e-mail world as SHOUTING, and makes the message more difficult to read; and

(5) Pause and reread the message before sending it.

c. Altering Attribution Information:  You may not alter the “From” line or other attribution of origin information in e-mail, messages, or postings.  Anonymous or pseudonymous electronic communications are forbidden.

d. Forwarding E-mail:  You should use your good judgment in forwarding e-mail to any other person or entity.  When in doubt, request the sender’s permission to forward the message.

e. Spam.  If applicable, you  agree that you will do the following for any e-mails that are sent: (1) provide a clear and conspicuous identification that the e-mail message is an advertisement or solicitation; (2) provide clear and conspicuous notice of a recipient’s right to opt-out of future emails, as well as a method (i.e. reply email or HTML link) for the recipient to unsubscribe from future mailings; (3) ensure that any consumer is unsubscribed within 10 days of a request to unsubscribe; (4) not use misleading headers, misleading “from” lines, misleading email addresses or utilize open relays; (5) use only accurate domain names, e-mail address, and other identifying information in the header of the e-mail; (6) only send e-mails that contain a valid physical postal address; (7) not initiate the transmission, to a computer, of a e-mail message that contains, or is accompanied by, header information that is materially false or materially misleading; (8) initiate the transmission to a computer of an e-mail message with a subject heading that would be likely to mislead a recipient, acting reasonably under the circumstances, about a material fact regarding the contents or subject matter of the message; (9) only send emails to United States e-mail addresses and (10) not send any e-mail that is deceptive, misleading, or violates any state or federal statute or regulation including, but not limited to, the CAN-SPAM Act of 2003, or any state e-mail or deceptive practice statute.
f. Additional Guidelines:  You are prohibited from sending or threatening to send a sufficient number of electronic mail (“e-mail”) messages to another person to overload, interfere with, or cripple his/her e-mail system (including but not limited to “e-mail bombs”).  Additionally, you are prohibited from accessing another person’s e-mailbox, intercepting another person’s e-mail message(s) and/or reading, repositioning, or destroying e-mail messages which are addressed to or otherwise intended for another individual.
12. Viruses

a. Virus Detection:  Viruses can cause substantial damage to computer systems.  You are responsible for taking reasonable precautions to ensure that you do not introduce viruses into the GPA Net and for timely reporting discovered viruses to your immediate supervisor.  To that end, all material received on floppy disk or other magnetic or optical media and all material downloaded from the Internet or from computers or networks that do not belong to GPA MUST be scanned for viruses and other destructive programs before being placed onto the GPA Net.  You should understand that your home computers and/or laptops may contain viruses.  All disks transferred from these computers to the GPA Net MUST be scanned for viruses.

b. Preventing the Spread of Viruses:  To prevent the spread of viruses, you must do the following:

(1)  Scan your individual hard disks for viruses at least once a month;

(2)  Obtain prior approval from the Director of Information Technology or his/her designee before installing or loading any software or data, including demos, shareware, or freeware, on any of GPA’s workstations or servers;

(3)  Obtain prior approval from the Director of Information Technology or his/her designee before downloading, transmitting, or otherwise electronically exchanging computer files with sources outside of GPA system; and

(4)  Avoid using disks and other removable storage media on more than one computer system.

13. Encryption Software

a. Use of Encryption Software:  You may not install or use encryption software on any of GPA’s computers without first obtaining written permission from the Director of Information Technology or his/her designee.  You may not use passwords or encryption keys that are unknown to your supervisors.

b. Export Restrictions:  The federal government has imposed restrictions on the export of programs or files containing encryption technology (e.g., e-mail programs that permit encryption of messages and electronic commerce software that encodes transactions).   Software containing encryption technology shall not be placed on the Internet or transmitted in any way outside the United States without prior written authorization from the Director of Information Technology or his/her designee.

14. Internet Access

a. Non-GPA Related Internet Use:  The use of the Internet is a privilege and not a right.  You may not use GPA Net to visit any Internet sites that are not directly related to academic or career development activities. GPA Net monitors and records the history of Internet usage for each workstation.  Internet users are prohibited from creating, receiving, uploading, downloading and/or transmitting inappropriate material as described in Section 6 of this policy.

b. Offensive Material:  Many Internet sites contain information that is defamatory, inaccurate, abusive, profane, sexually oriented, threatening, racially offensive, or illegal. While GPA takes reasonable technical measures to filter materials that are obscene, sexually explicit or harmful to minors, it is impossible to control all offensive materials on a global network.  It is ultimately your responsibility to avoid visiting any such site or any other inappropriate site.  GPA does not approve any use of these materials and does not permit use of them in the school environment.   You must not bring such materials into the school environment, and you must not access such materials at any GPA site, or on any GPA equipment.  If you violate the rules set forth in this Policy you will lose your privilege to use the Internet and you may be subject to additional disciplinary action described in Section 18 of this Policy.

c. Firewall:  To ensure security and avoid the spread of viruses, you must access the Internet through an approved Internet firewall when using a computer attached to GPA Net.  Accessing the Internet directly, by modem, from a workstation is strictly prohibited unless the computer is not connected to GPA Net.

d. Links and Search Results. The Internet or the website may automatically produce search results that reference or link to third party sites throughout the World Wide Web. GPA has no control over these sites or the content within them. GPA cannot guarantee, represent or warrant that the content contained in the sites is accurate, legal and/or inoffensive. GPA does not endorse the content of any third party site, nor do we warrant that they will not contain viruses or otherwise impact your computer. By using the Internet or the website to search for or link to another site, you agree and understand that you may not make any claim against GPA or SIATech for any damages or losses, whatsoever, resulting from your use of the Internet or the website to obtain search results or to link to another site. If you have a problem with a link from the Site, please notify us and we will investigate your claim and take any actions we deem appropriate in our sole discretion.
e. Access and Interference. You agree that you will not use any robot, spider, other automatic device, or manual process to monitor or copy our web pages or the content contained thereon or for any other unauthorized purpose without our prior expressed written permission. You agree that you will not use any device, software or routine to interfere or attempt to interfere with the proper working of the website. You agree that you will not take any action that imposes an unreasonable or disproportionately large load on our infrastructure. You agree that you will not copy, reproduce, alter, modify, create derivative works, or publicly display any content (except for your own person, non-commercial use) from GPA or SIATech’s websites without the prior express written permission of GPA and/or SIATech.
15. Personal Safety

a. Personal Information:  You may not jeopardize your personal safety or the safety of anyone else through GPA Net.  This means you may not post any personal contact information about yourself, students, trainees, teachers, staff, friends, or relatives.  You may not give your name, address, telephone number(s), home address, school address, work address, photograph, credit card number, social security number, or any other information that could identify you to anyone except GPA staff.  You must not give contact information to anyone else, whether or not the person asks you to do so.  

b. Parent/Guardian Approval:  Students may not agree to meet with someone you have met online without your parent/guardian approval; your parent/guardian should accompany you if you do meet with someone.  You must promptly inform a GPA teacher or staff member or parent/guardian if you receive any message that is inappropriate or makes you feel uncomfortable.

16. Resource Limits

a. Waste of GPA Net Resources:  GPA Net resources are limited; therefore, you must use them responsibly.  You may not deliberately perform acts that waste GPA Net’s resources or unfairly monopolize resources to the exclusion of others.  These acts include, but are not limited to, downloading files (including videos and music files) that are not related to your educational objectives,  e-mailing mass mailings and chain letters, engaging in spam (sending  e-mail to a large number of recipients who have not requested it or violations of the CAN-SPAM Act of 2003), subscribing to a non-GPA related listserv, spending excessive time on the Internet, playing games, engaging in non-GPA related online chat groups, printing multiple copies of documents or otherwise creating unnecessary network traffic.  You may subscribe only to news groups that are related to your educational objectives.

b. Large File Transfers:  You should schedule communications-intensive activities such as large file transfers, mass e-mailings, and streaming audio or video for off-peak times (i.e., before 8:00 a.m. and after 3:00 p.m., Monday through Friday).  Because audio, video, and picture files require significant storage space, these types of files may not be downloaded unless they are GPA related.  All files that are downloaded must be scanned for viruses and other destructive programs.

17. Plagiarism and Copyright Violation

a. Plagiarism:  You may not use GPA Net to plagiarize.  This means you may not copy the ideas or writing of someone else and present it as your own, even if it is just part of someone else’s work.

b. Copyrights:  You may not use GPA Net to violate copyrights.  This means that you must not improperly reproduce a work that is protected by copyright, such as music.  If you are unsure whether you can use a work, you should request permission from the copyright owner or ask your GPA teacher or supervisor.

18. Disciplinary Actions

a. In General:  Violation of this Policy may result in disciplinary action.  If you are accused of a violation, you will receive a written notice of the violation, and you may offer an explanation to a neutral administrator.

b. Types of Disciplinary Actions:  Discipline may include, but is not limited to, the following actions:

(1) Access to GPA Net may be denied for a specific period, or permanently;

(2) Suspension from GPA for a specified period;

(3) Removal from the program;

(4) Payment of damages to compensate GPA for loss of teacher and/or staff time, damage to GPA Net (hardware and/or software), attorney’s fees, etc.; and

(5) Criminal charges under local, state, or federal laws.

c. Revocation of Access; Illegal Activities:  If your access is revoked, information you have stored on GPA Net, including files and e-mail, may be withheld from you.  GPA will cooperate fully with local, state, or federal officials in any investigation of illegal activities conducted through GPA Net.

19. Limitation of Liability

a. No Guarantee of GPA Net Resources: GPA makes no guarantee that the functions or services provided by or through GPA Net will be error-free or without defect.  GPA will not be responsible for any damage you may suffer, including, but not limited to, loss of data or interruption of service.  GPA is not responsible for the accuracy or quality of the information obtained through or stored on GPA Net.  GPA will not be responsible for financial obligations arising through your unauthorized use of the GPA Net.

b. Parental Notice; Offensive Material:  Parents of GPA students will receive written notice that GPA students will have access to the Internet.  Parents of GPA students will also receive written notice of the rules for Internet users which are contained in this Policy.  GPA is not responsible for material you view or download from the Internet.  GPA does not control the content of information or resources accessible on the Internet.  The Internet is a worldwide network of computers that contains millions of pages of information.  You are cautioned that many of these pages include offensive, sexually explicit, and inappropriate material.  In general, it is difficult to avoid at least some contact with this material while using the Internet.  Even innocuous search requests may lead to sites with highly offensive content.  In addition, having an e-mail address on the Internet may lead to the receipt of unsolicited e-mail containing offensive content.  You access the Internet at your own risk.

20. Miscellaneous

a. Other Policies Applicable:  In your use of the GPA Net, you must observe and comply with all other policies and guidelines of GPA, including, but not limited to the GPA Student Handbook.

b. Amendments and Revisions:  This Policy may be amended or revised by GPA from time-to-time as deemed necessary.  You will be provided with copies of all amendments and revisions.

c. No Additional Rights:  This Policy is not intended to, and does not grant, any contractual rights to Users.

21.
Checklist for Students

I will ALWAYS:

· Log on using my own name and password.

· Log off the computer when I am finished, even if I am just going to be off for a few minutes.  Logging on and off takes little time and it protects my account and files. 

· Save my files in my personal folder whenever possible.

· Wait until I see a page printed before printing again, so that I print only what I need.

· Report, to a teacher or facilitator, anything unusual or suspicious that happens.

· Respect the rights of copyright owners-ask a teacher or facilitator if I am not sure about copyright laws.

· Avoid web sites that contain defamatory, inaccurate, abusive, profane, sexually oriented, threatening, racially offensive, or illegal material.

· Adhere to the GPA Acceptable Computer and Internet Use Policy for Students at all times.

I will NEVER:

· Use a computer that someone else is logged on to.

· Use someone else’s user name or password.

· Attempt to discover another person’s password(s).

· Share any of my password(s) with any other person.

· Attempt to access, modify, move, or delete another person’s files.

· Attempt to fix the computer by connecting devices, installing software, or modifying or changing systems configuration settings in any manner.

· Post personal contact information about students, staff, friends, or myself on the Internet.

· Use GPA Net for commercial purposes.

· Use obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or disrespectful language in any electronic message.

· Plagiarize works I find on the Internet

· Vandalize the software or hardware provided for my use.

· Add legally or illegally obtained software to GPA Net.

· Meet with someone I have met online without my parent or guardian’s approval.
Please Complete Page Below and Return to Your Advisor

Students:

I have read and agree to comply with the terms of the GPA Acceptable Computer and Internet Use Policy governing the use of GPA Net.  I understand that a violation of this Policy may result in disciplinary action, including possible suspension, expulsion, as well as potential civil and criminal liability.

Name (print):











Signature:







Date:









Parents:

Parent/Guardian Name (print):







Signature: 







Date:
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